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Overview

1.1. Notice, warning and disclaimer

NOTICE, WARNING AND DISCLAIMER

THE TECDIS SYSTEM AND ASSOCIATED NAVIGATION PRODUCTS
INCLUDING THE ELECTRONIC CHART DISPLAY AND AUTOMATIC
NAVIGATION AND TRACK KEEPING SYSTEM ARE AIDS TO SAFE
MARINE NAVIGATION.

ALL SUCH NAVIGATION AIDS ARE SUBJECT TO CERTAIN
INACCURACIES AND DISCREPANCIES THAT, IF UNCONSIDERED,
MAY RESULT IN A MARINE ACCIDENT OR INCIDENT, AND
CONSEQUENT LOSS OF LIFE, VESSEL, CARGO AND
ENVIRONMENTAL DAMAGE.

ACCORDINGLY, THE MARINER WILL NOT RELY ON A SOLE
NAVIGATION AID (INCLUDING THE TECDIS SYSTEM) FOR THE SAFE
NAVIGATION OF THE VESSEL.

THE PRUDENT MARINER WILL OBTAIN NAVIGATION INFORMATION
FROM ADDITIONAL SOURCES, CROSS-CHECKING ALL
INFORMATION FOR ANY INACCURACIES OR DISCREPANCIES WHILE
DETERMINING THE VESSEL'S POSITION, COURSE, SPEED AND
INTENDED TRACK.

1.2. Introduction

The Telko S63 Chart Loader (S63 Loader) allows you to load electronic maritime charts in
the S63 format onto the TECDIS electronic chart system and prepare them for use in
navigation. The S63 Loader also provides facilities for user permit generation, management of
S63 cell permits and management of certificates.

1.3. About this quide

This guide is divided into two main sections. The first (Section 1: How to...) provides step-by-
step instructions for common operations. The second section (Section 2: Troubleshooting)
explains error messages and suggests remedial actions.
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Section 1: How to...

In this section, step-by-step instructions for common usage of the S63 Loader is provided.

1.1. How to install the S63 Loader

Place the file ‘S63Loaderlnstaller.exe’ on a CD, DVD or USB memory stick.

Insert the TECDIS Service Key.

Exit the TECDIS software. This will make the Windows Desktop available.

Insert the CD, DVD or USB memory stick from step 1.

Open “‘My Computer’ and locate the ‘S63LoaderlInstaller.exe’ file and start this file by
double clicking.

ko e

3/ e § 5 Qort Loer LT

tees | : _ipe [CRETT] e | o e R e |

6. Press ‘“Next’ on each of the three dialogs that are shown (see above).

L) |

7.  After the installation is complete, press ‘Finish’ on the new dialog that is shown (see
above).

Remove the TECDIS Service Key.

9. Reboot the system.

®

1.2. How to access the S63 Loader software

The S63 Loader cannot be accessed from the main TECDIS software user interface. Follow
these steps to start the S63 Loader.

Insert the TECDIS Service Key.

Exit the TECDIS Software. This will make the Windows Desktop available.

Double click on the “‘S63 Loader’ icon.

Wait for the software startup procedures to complete. If any errors are reported, refer to
Section 2: Troubleshooting.

el N S
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1.3. How to generate a User Permit file

Before cell permits can be provided by a chart supplier, a user permit file needs to be sent to
the chart supplier. Follow these steps to generate this user permit file. (These steps assume
that the S63 Loader has been started and is ready.)

Important: Verify with your chart system provider that the system license dongle has
been prepared for S63 use. If this is not the case, the system license dongle may need to
be sent to the manufacturer for updating.

1. Insert removable media such as a USB memory stick into the TECDIS.

TELKD §-67 Chart |nader w102 o

= IVD-RAM-stasion [0 X
« 22 Portable pd Praid 3
= 2= R_drive pd Traid ()
« 22§ _trive d Traid (3
« 2= Music pd Praid (W)
= [ Kontrolipanel )|
«  Dedte dkumenter
= 2 Mime dok umenter

o %o Wi netTverissteder 2

o Mwt _wn |

Select the ’Licenses’ tab.

TELKD §-63 Chart Loader v1.02 o
Load (harts Lioemses | View Logs | Crtificates |
Ganerate User Permit
dd Gell Permits

Press the *Generate User Permit’ Button.

Diedecte Delected Permits
Delete Expired Permits
3 At |

2%
Elearm Happer oK . .
—— = | | Specify the location of the

e .
removable media and press
’OK” to save the User Permit.

L]

|
i

Gtaspre
[Use Port T Fie =] [EEe € =] g

4.

5. Remove the removable media from the TECDIS and send the user permit file now
contained on it to the chart supplier.
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1.4. How to load cell permits (Chart Licenses)

Cell Permits (chart licenses) are provided by the chart supplier as either a .txt file (typically
permit.txt), a file named “‘enc.pmt’, or both. If both are provided, it is recommended that

you use the .txt file.

1. Place the permit file provided by the chart supplier on removable media such as a USB
memory stick, and insert this into the TECDIS system.

TELED 5-5A Chart |nader w102

4 Min =
o < Lokl disk (C:]

- Jnmmuftmuu
o frtainpiraiie) == Select the ’Licenses’ tab.

= 2= R_drive pa Traid (R
« 22§ _trive d Traid (3
o 2 Wusic pd Praid [W:)
= O Kontrolipanel ||
= Defte dokumenter
= 2 Ming: dok umenter

« %4 ina natTvert ssteder =

o Mwt _wn |

TELKD 5-53 Chart Loader v1.02 I

Load (harts Lioemses | View Logs | Crtificates |

Ganerate Liser Permit
dd Gell Permits

Mo Pearmits e installsd
Press the *Add Cell Permits’ Button.

Delete Selected Permits

Dedete Expired Permils

3 et |

21
[inrm: Hagper [

- 3 [Be === If the permit file is named ‘enc.pmt’, select
the filetype ‘ENC.PMT File’. If permit file

8 = ] s a it file, select the filetype “Cell
o P Permits Text File’.
g | s e

Specify the location of the
removable media, select the
permit file in the left area of the
dialog and press ’OK’ to load
the cell permits.
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I=]|
The osl permit fis does not specify the hart

If the permit file does not contain the
identity of the chart supplier, this dialog
will appear. Select the chart supplier from
the list and press “Select and Continue’.

(Note: You can also double-click the name
of the chart supplier.)

 lise data server code |1
6 Sedect and Continue Ganced Permit Loading
=]
The cell permit i Gses nat ssecify the =er || If the chart supplier is not listed, you can
bl e enter the “data server code’ for the supplier

manually. Mark the check box below the
supplier list, enter the two digit ‘data server
code’ and press “Select and Continue’.

The correct “‘data server code’ can be

ﬂ provided to you by your chart supplier.
| = use the tokowing daa server oose 1|

7 Sedect and Continue Ganzel Permit Loading

TELKD §-54 Chart Lasdsr v102 = al
Lead Gharts Licenses | view Loge | Gortificates |

JEUE.2008 | 03200
Ak Gell Permits 2T MOZAZEOL 1 i TR08.2008 | 2ZR03.2008
B TELKD §-63 Chart Loader X
hstaled CalPermits (o
:'ﬂ: ; m‘le. i N Cell Permit lading successful  Permits loaded: 503
pires In 31 days: )
1] M2
e owm [ ]
M M 2008
Deleta Sebooted Permits | (o pozwazer 1 i 70090008 28.09.2008
Dte Expeed Permits. | [P MizsTEE 1 1 TROA2008 703200
=1] MLER 1 ¥ 99 (2 900 99 N A =l}|

_w |

8. If no problems are encountered, a message indicating successful cell permit loading
will appear, indicating the number of loaded permits. Press ‘OK” to close this
message, and the permit loading process is complete.

The “Licenses’ tab will now display details about the loaded cell permits, color coded
according to permit expiry status.
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1.5. How to load charts

Encrypted charts are provided by the chart supplier on one or more CDs/DVDs. The chart
loading process uses the installed cell permits to decrypt chart cells, verify the cells against
the S57 standard, and compile them into SENC format (CM93/3) used in the TECDIS system.

The chart supplier can provide two types of chart media: BASE media, and UPDATE media.
If both are provided and chart loading is to be performed for the first time, the BASE media
must be loaded first and the UPDATE media second. Care must also be taken that the
UPDATE media is loaded in the correct order according to date/sequence labelling on the
media.

The chart media is checked for authenticity (using the installed certificates) during the chart
loading process. If the determined confidence of authenticity is low, the system will provide a
number of warnings that must be overridden by the user in order to load the charts. This can
be avoided by installing certificate files from the chart supplier (See section 1.7. How to
install certificates). Certificate files for PRIMAR (ECC) is preinstalled.

Note that the first chart loading process for a new chart supplier can be time consuming,
and may take many hours. Loading of UPDATE media takes less time. For instance,
loading all norwegian ENC cells takes approximately 9.5 hours on the TECDIS system.
Loading UPDATE CDs for the same selection typically takes between 30 minutes and 1
hour on the TECDIS system.

Use the following procedure to load chart CDs / DVDs:

1. Place the chart CD/DVD corresponding with installed cell permits into the CD/DVD
drive of the TECDIS system.

1 Min =
= [IND-RAM-stasion [D:
. 2 Portable paPraig () [

= 2= R_drive pa Traid (R
o 22 §_rive a Traid (53
o 2 Wusic pd Praid [W:)
= O Kontrolipanel
+ 2 Dedte dkumenter
= 2 Ming: dok umenter

o % WinA natTvertoasteder =

2 About_ o

Select the "Load Charts’ tab.
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3.

al
Lad Charts | Liences | View Logs | Cartificates |
Select Chart C0 or Update Location

_ Select the CD/DVD drive. The chart
+ 225 e pa Irad (3) media will be checked for
o 2 Msic pa Preaid 01:) .. .
5 O Kentrolgcno - authenticity and presence of licensed
+ = Delte dokumenter chart cells.
+ 1 vl ok umenber
o % Sony Ericsson FleManaoar =l
Abost., ot

4. Detailed information about the chart media is displayed. The upper area includes

information about the chart supplier, the type of CD (BASE / UPDATE), issue
identification, publication date and number of chart cells present on the media. The
number of chart cells with valid chart licenses is indicated as well.

<
Lad Charts | Liences | View Logs | Gertificates |
Select Chart C0 or Dpdate Location 5-63 Source Found:  Primar BASE GO, lssue: WEASHYT | f .
=8 Il o) | Publication Date:  06.12.2007 Chart media details
1 | Mumber of with valid
_*m:mm“m cole: 2065 (2050 ool permits)| I
v 1< VOIXO1 ) Canfidenoe of authenticity s High (5) I ..
v 52 Portatie pd Praid (0:) ENGS are signed by Primar. cenfirmed with trusted certificate. (1) Authenticity
= 2= Fi_drive pa Traid (R:) Data Server certificate is provided and matches a trusted certificate. [+ H H
4 @ & drive pd Traid (52 Data b provided by 3 known data server, [+ |nf0rmat|0n
. r.iﬂ.p:il‘rmm;l [HO certificats is not provided. (4
o O Kontrolipensl —
=12 Defte dobumenter
# 2 Hing Okumenter LOAD HARTE Show README.IXT | = Ignare S-67 Import Ervars | Warnings
o ' Sony Erieson Fle Manaoor =
Mot _w |

The middle area provides a Confidence of Authenticity score from 0 to 10.
Confidence of Authenticity starts at 0 when chart media is analyzed, and is modified
by a number of factors, as detailed in the table on the next page.

A confidence score of 0-3 is categorized as Low, a score of 4-5 is categorized as
Medium, and scores of 6-10 are categorized as High.

If the Confidence of Authenticity is 0, it is not possible to load the chart media.

This score, and the detailed information in grey below the score should be used to
determine whether the chart media is authentic and can be trusted to originate from
the correct chart supplier.
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Table 1.5.1: Confidence of Authenticity details

Value | Dislpayed Text Explanation
+0 | ENCs are not properly The chart media must include a signature for each chart
signed, data authenticity | on the meda. These signatures are verified by the
cannot be confirmed! system.
+2 | ENCs are signed with
included data server If the ENCs are signed by IHO or the supplier and this
certificate. is confirmed with the installed certificates, the
+4 | ENCs are signed by authenticity of the data has been independently
XXX, confirmed with confirmed and the data can be trusted.
trusted certificate.
+7 | ENCs are signed by IHO, | If the ENCs are signed and this is confirmed with a
confirmed with trusted certificate included on the media. This only verifies that
certificate. the signatures are technically correct. Since the
certificate is included along with the data, the origin of
the data is not independently confirmed.
If the ENCs are not properly signed, the chart CD is not
valid according to the S63 standard specification.
+0 | Data Server certificate is | The chart media may or may not include a chart supplier
not provided. (Data Server) certificate.
+0 | Data Server certificate is
provided, but does not If this certificate is provided and is identical to one of
match any trusted the installed and trusted certificates, this provides
certificates. another independent confirmation of the media
+1 | Data Server certificate is | authenticity.
provided and matches a
trusted certificate.
+0 | Data is not provided by a | The system includes an internal list of known S63 chart
known data server. suppliers (Data Servers). If the chart media is sourced
+1 | Data is provided by a from one of these knwon suppliers, this is a positive
known data server. indicator of authenticity.
+0 | IHO certificate is not The chart media may or may not include an IHO
provided. certificate file.
+0 | IHO certificate is
provided, but does not If this certificate is provided and is identical to the
match trusted IHO installed IHO certificate, this provides another
certificate. independent confirmation of the media authenticity
+1 | IHO certificate is
provided and matches
trusted IHO certificate.
-1 | ENC signature files are If the chart media does not include signatures for the
not present. charts on the media, the authenticity of the chart data
cannot be confirmed.
-1 | ENC signature file If the chart signature checksums are invalid, the

checksums are invalid.

signature files may be manipulated and cannot be
trusted.
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5.
6.

ol
Lad Charts | Linces | View Logs | Cartificates |
Seleet Chart C0 or Update Location 563 Sourcs Found:  Primar BASE CD, lesue: WEAS.07 |
- . 7] Publication faste: 06122007 ,
-imLi!:mmm “| tmeercrestz 2065 cosowip) Press the “Show
5 VoI ettty || README.TXT” button
v 22 Portable pa Praid (0:) ENCs are signed by Primar. osnfirmed 't" and read the release notes
= 2= F_drive pa Iraid (R:) Data Zarver certificate is provided and .
<= 5 drive i Trad (50 Diata is provided by a known data served for the chart media.
\ 52 Msic pa Prad (W) IO certificate is not provided. [40)
O Kentrolpenel -
=2 Delte dotumenter
# 2 Vg gk menter LOAD CHARTS Show FEADMETXT | = Ignore S-67 Import Ervars | Warniags
o B Sony Ericston FleManaoer =
Abost. L

The “Ignore S-57 Import Errors / Warnings’ checkbox should be set according to the
oprerator’s preferences.

If this is not checked, the chart loading process will stop when S57 verification of the
chart data produces warnings or errors. The warnings / errors will be displayed and the
operator can determine if the chart should be loaded, skipped or if the loading process
should be aborted. This requires the operator to be present for the entire chart loading
procedure.

If this is checked, chart loading will continue automatically regardless of S57
verification errors / warnings encountered. Charts will only be skipped if critical
errors are encountered. The display will provide no details on encountered S57 errors /
warnings. Note that the log for the chart loading session should be inspected on
completion of the loading process. The log will include details of all warnings /
errors.

<
Lad Charts | Linces | View Logs | Cartificates |
Seleet Chart £ o Updabe Location 563 Source found:  Primar BASE £, lssue: WKAS-07
= 4 Mn dataaskin [
nerprerrrd Mumber of cil: 2065 (2060 cell permitz)
v 122 VOIXOD:) Gonfidenoe of authenticity s High (6
o 2 Portabie pd Praid (] ENGs are signed by Primar, confirmed with trusted oertificate. (+4)
= 2= F_drive pa Iraid (R:) Data Server certificats i provided and matches 2 trusted certificate. [+0
4 & & drive pd Iraid (5 Data s provided by a known data server. [+
! :riﬂpémma 1H0 certificat s nat provided. (00
O Kentraligenel —
= 2 Delte dokumenter
+ > Mg dokumenter LOAD GHARTS Sow FEANEDT | © s 257 et o / W)
o 5 Son Erisson FleManaoer =l
Abust_ Ll
When ready, press the ‘LOAD CHARTS’ button to start the loading process.
| . . .
If the confidence of authenticity
Warning: Confidence of authenticity is low for this 5-63 data sturce! H H H H
This mecs that the system camot indpendently verify the authenticty of the charts. is Low, a warning is displayed
Do you st want to kiad? to confirm that the operator
IT] . | wants to load from the
unauthenticated chart media.
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8. The chart loading starts and the progess interface is displayed.

Abort button

Time estimate
lEu:u §-63 Chart Loader v102 ‘

Activity 'luuwm-t-m:ms I Immm?maﬂmul

indicator | Progress

tarting import of Primar BASE C0, Bsue; WEKAS-07
(4 cells bave dready been ingtalled and have been skipped)

bar

NOZA2B20.000 Decrypting... verifying.. compiing. laaded with WARNNGS [2es Log)
W2 & 2820.001 Decrypting...verifying...

T | Progress
details

J

The loading process will start with analyzing the charts that have previously been
loaded. The *Activity indicator’ will display ‘Initiating...” during this process. This
may take several minutes if a larger number of ENCs from the chart supplier have
been installed previously.

If any of the charts cells present on the media have been installed previously, these
will be skipped and the ‘Progress details’ area will contain information about this.

Once the chart loading has started, the *Activity indicator’ and ‘Progress bar’ will
show the chart loading progress by number of charts loaded. The “Time estimate’ text
will provide an indication of how much time remains. Note that this estimate is based
on the average time consumption per chart loaded and may not be very accurate until
a sufficient number of chart cells have been loaded.

The “Progress details’ area will provide details on the loading process and the results
of loading each chart cell.

The “Abort’ button can be pressed at any time. The chart loading will be stopped when
this button is pressed. Charts that already have been loaded will be available in the
TECDIS system, and loading of the same media can be restarted later at the same
point by following this procedure again.
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9.

10.

If “Ignore S-57 Errors / Warnings’ was not selected before starting the chart loading,
the chart loading process will be paused each time S57 verification produces errors /

warnings.

TELKD 8-63 Chart Loader vi
868 Import Errors Report

I Ignore §-57 Errors / Warnings

Chart: NO2A2836.000
Non critical errors
Loading chart

Error: (LGO10T meaningless value of ‘watlev” in <Underwater/awash rock --
Error: [LGO101) meaningless value of ‘watlev’ in <Underwater/awash rock --
Error: [LGO10T) meaningless value of ‘watlev” in <Underwater/awash rock --
Error: [LGO10T) meaningless value of ‘watlev” in <Underwater/awash rock --
Error: [LG010T) meaningless value of ‘watlev” in <Underwater/awash rock --
Error: [LG0107) meaningless value of ‘watlev” in <Underwater/awash rock --
Error: (LGO10T meaningless value of ‘watlev” in <Underwater/awash rocks --
Error: (LGO10T meaningless value of ‘watlev” in <Underwater/awash rock --
Error: (LGO101 meaningless value of ‘watlev” in <Underwater/awash rock- --
Error: [LG010T) meaningless value of ‘watlev” in <Underwater/awash rock --
Error: [LGO10T) meaningless value of ‘watlev” in <Underwater/awash rock --
Error: [LG010T) meaningless value of ‘watlev” in <Underwater/awash rock --
Error: [LG0107) meaningless value of ‘watlev” in <Underwater/awash rock --

70°82'37.49"N : 22°56'66.38"E
70°0117.45"N - 28"12'16.71"E
70°12'08.67"N - 28°09'80.78"E
69°59'28.56"N : 28°18'27.51"E
70°80'54.47"N - 23°08°39.69"E
70°53'05.50"N : 24°56'55.69"E
70°00°07.86"N : 23"12'59.63"E
70°33'29.64"N - 26°49'43.33"E
70°49°43.43"N - 25°48°48.03"E
70°49'87.27"N - 26°48'49.00"E
70°8156.78"N - 25°46"40.61"E
70°85'5159"N - 25°38'30.35"E
70°16"49.20"N : 25°28°46.51"E

i<l
| Skip Stop

4

=l

The operator can inspect the reported warnings / errors, and determine if the chart
should be loaded regardless of the errors / warnings by pressing ‘Continue’, or if the
chart should be skipped by pressing ‘Skip’, or if the chart loading process should be

cancelled by pressing “Stop’

If the operator is uncertain whether S57 errors / warnings encountered may have
an impact on chart validity and navigation, the chart supplier should be
consulted.

The operator can also choose to ingnore further errors / warnings by checking “Ignore
S-57 Errors / Warnings’.

If authentication of any chart cells fails during chart loading, the following message
will appear:

g
ERROR: Authentication falld for chart el HO2A0404.000
S5E 07 - Cartificate M ks not avatabl

This: mens that the authenticity of the data cannot be confirmed.
Do you wich t continue loading charts?

- knzwering yes will contine the kading process. ignering further
athentication errors.

- Angwering no will skip this chart and oontinge kading.

- Answering Gancal will abort the leading process.

(T b |

Cancal |

It is possible for the operator to override authentication failure and continue loading
the chart cell by pressing “Yes’. This should be used with caution, and only if the
operator is certain on the authenticity of the data. If this is done, all remainings
charts in the loading process will be loaded regardless of further authentication
failures. Pressing ‘No’ allows the operator to skip the chart in question, and pressing
‘Cancel’ aborts the loading process.
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11. When all chart cells have been loaded, the system must update chart coverage and
internal data. This process cannot be aborted, and may take up to an hour.

o
Grating Coverage... This ey take up to an hour. Please wait. ABTRT

ANEEREEREEEENEENENEENEENEENEENEEENEENENEEEENEENNENEEEEEEN
Starting import of Primar BASE (0, bssus: WK43-07 |

NOBG30EE.000 Decrypting... verifying...compiing._oaded with W ARNINGS (See Log)

-

12. When the chart loading process has been completed, the following display is shown.
The operator may inspect the progress details for the entire loading process. The
number of cells successfully loaded, not loaded, or skipped (not needed) are reported.
Complete the chart loading by pressing the ‘Return’ button.

Any chart cells that have not been loaded are listed after import completion.

TELKD 8-63 Ghart Loader v1.04
Finighed Loading finished at 16:02:37 Return |

Starting import of Primar BASE GD. Issue: WK11-04 Bl
NOAD0512.000 Deerypting...verifying...compiling...loaded with WARMNINGS (See Log)

NOGF1615.000 Decrypting...verifying...compiling._.loaded with WARNINGS (See Log)

NOBF1615.001 Decrypting_.. verifying...compiling.. loaded with WARNINGS (See Log)

Import completed

Gells successfully loaded from this exchange set: 3
Licensed cells not loaded from this exchange set: 0
Gells skipped (Equivalent or newer present in SENC): 0

mta I |mmy| 1 ne loaded charts are now available as a chart database from within
sw ot 5w | TECDIS. A separate database will be produced for each S63 chart
swoant 0n 5 supplier charts have been loaded from.

o =] [ 2

_Memmmtstatis | The database name follows the following form: “(S63-XX)”’, where

iﬁ‘lﬁ”ﬂ% XX is the chart supplier code. For instance, charts loaded from the
e chart supplier Primar will be available in the database (S63-PM).

'~ Profession

) T, The database will be available for display selection in the *Setup’

iﬁw—] folder in the TECDIS menus.
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1.6. How to review logs and updates

Chart loading logs are available from within the Telko S63 Loader. These logs contain all the

details of the S63 loading sessions that have been performed.

TELKD §-63 Chart Loader w102

= = R_tivepd Trad R

w < Lokl disk (C:)
- &ﬂ'lﬂ-ﬁﬁ”?:tmm
o 2= Portable pa Prai () H Select the *View Logs’ tab.

« 22§ _trive d Traid (3
% 2 Music pd Praid [W:)
= [ Kontrolipanel
= Defte dokumenter
= 2 Ming: dok umenter
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3. S63 loading logs for the selected date is displayed. Note that this window may be

resized if needed.
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4. Details on chart updates installed are available from within TECDIS, in the ‘C-
Map chart update’ interface, under ‘Updating Log Review Updates’. Refer to the

TECDIS Operator’s Guide for details.
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1.7. How to install certificates

Certificates are used by S63 Loader to verify signatures and authenticity of chart cells and
media. Two preinstalled certificates are provided, from IHO and PRIMAR.

If charts are to be loaded from other suppliers, it is strongly advisable that the certificate of
the chart supplier is installed prior to starting chart loading.

S63 Loader requires two files to install a certificate: 1. A .CRT certificate file, and 2. A public
key .txt file. These files should be obtained from the chart supplier. They should both be
named with the name of the chart supplier in upper case.

Use the following procedure to load the certificate:

1. Place the certificate files provided by the chart supplier on removable media such as a
USB memory stick, and insert this into the TECDIS system.

TELKD 5-53 Chart Luader v1.07 o
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= 12 Wi dok umenter

« %4 ina natTvert ssteder =

o Mwt _wn |
ol

Load (harts | Lienses | View Logs Certifioates |
italed Certifioates  Certificate Contents MATCHES Puble Key Taxt Fle
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2 i KL
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Press the ‘Load Certificate’ button.

i BIE

i BDIE 1437 LERE 3G
IF¥FS 430K 1CI0 &IF8 ADOD

e

o ' H )
F 1453 IDAS J7TF DAFT 4FLE BOTY OL4S DILD ZOEE FEIF L4N0 ZDAS NTIS IZRFZ AFLE D7D OC43 DI1N TAEE
T34 120T LE4D BSEF BER] ECFE SOOF BEAE IT4E 4TEE CTE4 LOST B44S BRIS FENL ECFE BSOE DEAE JI4E OTHE
SEFF EFTE LEIE 40E0 THIO C4MM W& 1TV LCCH FERT dEEF SFTR LSED EFI0 TFFO CAF4 RIS LTTE CCER FERT
TCHE TIPD. TCER TR

Trust Seiobed

3 et |

Specify the location of the
removable media, select the
.CRT certificate file in the left
area of the dialog and press
"OK”.
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5. If S63 Loader cannot find the public key .txt file in the same location as the certificate
file, the following message is displayed:

TELKD 3-53 Chart Losder |

The system oould not find 3 publio key text file matehing the spevified certificate.
Press T to mansaly select public ey text fie, or Tancel to abort certificate loading.

T

Press ‘OK’ to specify the location of the public key .txt file.

20x

Specify the location of the
removable media, select the
.TXT public key file in the left
area of the dialog and press
"OK”.

7. If the certificate is valid and the public key file matches, the following message is
displayed:
x|

The certifizate PRIMAR' has been loaded suzcessfullyl
The pertificata will not be wsed in 563 chart ading untl trested.

(=]

8. The certificate has now been loaded, but will not be used in S63 loading until the
operator has speficied that it is trusted. The contents of the certificate and the public
key text file is shown side by side in the main area of the display. These displays will
match if the certificate is valid. These displays are green if the certificate matches the
public key file and “MATCHES’ is displayed above the contents. If the contents does
not mach, these displays are red and ‘MISMATCH?’ is displayed above the contents.

TELKD §-63 Chart Loader v1.0OZ2 g
Lsad tharts | Livences | View Logs Certificates |
Installed Cartificates [Certificate Contents MATIHES Puklic Key Text File
HO 14 BIG p 1 BIG g
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1413 C5I1 ZEDO #9530 CBLD ZACD SO S151 BICA JUNT (3413 CFEL ZEDG 6330 CDLD ZACH B00S $LEL BDC4 XENY
19E TELT ¥Tip SELT
14 BIE g i BEE
M1 TOCC D63C BADE DOZG OENS DGAL T6DF 0461 JACE, [B6ZE DDCC 0630 BANE DBI6 OUE6 D6l D@3 46T MICS
¢ BIE g rr BEG g
6704 TLDZ TASC FA4T D3LA 4505 1470 DIAS AAFZ 4470 [6704 71BZ TASC FA4E I31A 4305 1470 DILS SANZ 4470
BA43 4544 BERD DS 1437 LEGE JH03 G891 FETI BALT  [BAed abde B4E3 IBED LeI7 LRRE 3003 OBTL FOTI DALY
$063 BIZE I35 300 1650 6238 DS AZOA 6CAL 4158  |B3d% BILT £935 10F LCEO €235 450D ADOA 4Cal RSO
a7 4TA4. IEE?S 40A4
14 BIE ¥ rf WG ¥
5 DFFE CHCA 3607 5001 JID4 DSTZ D470 DIF) SODD  [ANZE DFSI COCL 607 SD0L DG DETE DATC BIFD BODO
Trust Seleoted ¥318 EL4T B1S4 I4BL CIST CIFA 3633 ECEE 4848 3744 [TILD BA4T BLOE IMEA £397 £LFL 3£33 ICEE 4040 T4
TEEE BAZS 4EST AT4S GSTF TAND THTE 3488 7184 2116  [TEBE SEIS 4207 ATD 07T TASE TETE 3488 TLEW Zil0
Delete Gekented 4coL CADF. ACaA CaBT
Lead Certificate | Contact the certificata suplier to independantly confirm certifizate authenticity
Aot o |

If desired, this certificate content can be verified directly with the certificate supplier
as well. Once the operator is confident that the certificate can be trusted, this is done
by pressing “Trust Selected’.
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9. Once the certificate has been trusted, the following message is shown, and certificate
loading is complete.

|
Certificate PRIMAR has successfully been marked 25 trusted.
It will nevy b wzed in 5-63 chart leading.
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Section 2: Troubleshooting

Consult this section if any errors are encountered during chart loading or other S63 Loader

operations.

2.1. Chart Loading

During S63 chart loading, the progress log may indicate warnings, errors or critical errors
with a chart cell. Details regarding these warnings and errors can be looked up in the log

viewer interface in S63 Loader.

If unsure about the significance of a given warning or error reported in the logs, contact your

chart supplier for advice.

If any chart cells are not loaded, the progress window will report any cells with valid cell
permits that have not been loaded after completion of the loading process. The detailed log for
these cells should be inspected and the chart supplier should be contacted for advice.

2.2. Error Codes

In all cases when S63 Loader fails to perform an action, the reason for the failure is indicated
with an error message. Consult the following table for details and remedial action.

Table 2.1: Error Descriptions

Error Message

Reason

Action

System files not found!

The S63 Loader installation is
corrupt.

Repeat the installation of S63
Loader, following section 1.1 in
this guide, or contact your TECDIS
support contact.

Format error loading installed cell
permits

The cell permit storage has become
corrupted.

Failure to access cell permit storage

The cell permit storage has become
corrupted.

Exit S63 Loader, delete the file C:\
Program Files\ TECIDS\ S63SY S\
PMT.DAT and reload all cell
permits.

No eToken detected

The hardware codeplug in not
connected to the system is missing
or defective.

Verify that the hardware codeplug
is connected to the system. If so,
contact your TECDIS support
contact.

Etoken interface error

The hardware codeplug driver and
support files on the system are
missing or corrupt.

Error initializing C-Map interfaces

Critical system components are
missing or corrupt.

Detected codeplug is not a Telko
eToken

The hardware codeplug connected
does not contain a valid TECDIS
license.

Contact your TECDIS support
contact.
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Error in C-Map registry settings

System settings for the hardware
codeplug are missing or corrupt.

Error reading data from eToken

The hardware codeplug in not
connected to the system is
defective.

Error writing data to eToken

The hardware codeplug in not
connected to the system is
defective.

SSE 17 - Userpermit is invalid
(checksum is incorrect). Check that
the correct hardware device
(dongle) is connected or contact
your system supplier to obtain a
valid userpermit.

SSE 18 - HW_ID is incorrect format

The hardware codeplug need to be
updated by Telko AS before it can
be used for S63 chart loading.

Unable to initialize GeoDatabase
components

Critical system components are
missing or corrupt.

Contact your TECDIS support
contact.

SSE 02 - Format of SA Self Signed
Key file is incorrect. A new SA
public key can be obtained from
the IHO website or from your data
supplier.

During application startup: The
affected certificate public key text
file is invalid.

During loading: The specified
certificate public key text file is
invalid.

SSE 03 - SA Signed Data Server
Certificate is invalid

During application startup: The
affected certificate file or it’s
companying public key text file has
become corrupted.

During loading: The specified
certificate file does not match the
specified public key text file.

SSE 04 - Format of SA Signed DS
Certificate is incorrect

During application startup: The
affected certificate file has become
corrupted.

During loading: The specified
certificate file is corrupt or not a
valid certificate file.

SSE 05 - SA Digital Certificate
(X5009) file is not available. A valid
certificate can be obtained from
the IHO website or your data
supplier

During application startup: The
application can not find the IHO
certificate file.

During loading: The application
can not find the specified IHO
certificate file name.

During application startup: Remove
the affected certificate, obtain a
new copy of the certificate and
public key text file from the chart
supplier or your TECDIS support
contact and load the new
certificate.

During loading: Obtain a new copy
of the certificate and public key
text file from the chart supplier or
your TECDIS support contact and
attempt certicficate loading again.
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SSE 06 - The SA Digital Certificate
(X509) is invalid. The SA may have
issued a new public key or the ENC
may originate from another
service. A new SA public key can be
obtained from the IHO website or
from your data supplier

During application startup: The
IHO certificate file or it’s
companying public key text file has
become corrupted.

During loading: The specified IHO
certificate file does not match the
specified IHO public key text file.

SSE 07 - SA signed DS Certificate
file is not available. A valid
certificate can be obtained from
the IHO website or your data
supplier

During application startup: The
application can not find the
specified certificate file.

During loading: The application
can not find the specified certificate
file name.

SSE 22 - SA Digital Certificate
(X509) has expired. A new SA
public key can be obtained from
the IHO website or from your data
supplier.

The IHO certificate present on the
system (or being loaded) has
expired and is not valid.

SSE 22 - Digital Certificate (X509)
has expired. A new public key can
be obtained from your data
supplier.

The specified certificate present on
the system (or being loaded) has
expired and is not valid.

During application startup: Remove
the affected certificate, obtain a
new copy of the certificate and
public key text file from the chart
supplier or your TECDIS support
contact and load the new
certificate.

During loading: Obtain a new copy
of the certificate and public key
text file from the chart supplier or
your TECDIS support contact and
attempt certicficate loading again.

SSE 24 - ENC Signature format
incorrect, contact your data
supplier.

The signature file for an S63
encrypted cell on the chart media is
invalid.

SSE 16 - ENC CRC value is incorrect.
Contact your data supplier as
ENC(s) may be corrupted or
missing data.

The signature file for an S63
encrypted cell on the chart media is
corrupt.

SSE 09 - ENC Signature is invalid

Signature authentication has failed
for an S63 encrypted cell on the
chart media is invalid.

Contact your chart supplier.

SSE 11 - Cell Permit file not found.
Load the permit file provided by
the data supplier.

During loading: The specified cell
permit file was not found or was
not possible to load.

During deletion: The specified cell
permit was not found in internal
cell permit storage (already
deleted).

Loading: Verify that the specified
file name exists and is readable by
the system (try copying the file to
another location to verify this).

Deletion: Exit and restart S63
Loader and recheck the cell permit
list. If the cell permit in question is
still present on the list, delete the
file C:\ Program Files\ TECIDS\
S63SYS\ PMT.DAT and reload all
cell permits.

SSE 11 - Cell Permit file contains
no permits. Contact your data
supplier and obtain a new permit
file.

The specified cell permit file does
not contain any cell permits.

Contact the source of the permit
file and request a new permit file.
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SSE 12 - Cell Permit format is
incorrect. Contact your data
supplier and obtain a new permit
file.

During application startup: The cell
permit storage has become
corrupted.

During loading: The cell permit file
being loaded is corrupted or
incorrectly formatted.

During appplication startup: Exit
S63 Loader, delete the file C:\
Program Files\ TECIDS\ S63SY S\
PMT.DAT and reload all cell
permits.

During loading: Verify that the
specified file is a permit file. If so,
contact the source of the permit file
and request a new permit file.

SSE 13 - Cell Permit is invalid
(checksum is incorrect). Contact
your data supplier and obtain a new
permit file.

During application startup: The cell
permit storage has become
corrupted.

During loading: The cell permit file
being loaded is corrupted.

During appplication startup: Exit
S63 Loader, delete the file C:\
Program Files\ TECIDS\ S63SY S\
PMT.DAT and reload all cell
permits.

During loading: Contact the source
of the permit file and request a new
permit file.

SSE 14 - Incorrect system date,
check that the computer clock (if
accessible) is set correctly or
contact your system supplier.

The system date has been set back.

Restore the correct system date. If
the problem is still present, contact
your TECDIS support contact.

SSE 21 - Decryption failed no valid
cell permit found. Permits may be
for another system or new permits
may be required, please contact
your supplier to obtain a new
licence.

The S63 encrypted cell file for a
chart cell is corrupt, or incorrect /
outdated cell permits are present

SSE 19 - Permits are not valid for
this system. Contact your data
supplier to obtain the correct
permits.

The cell permit for one or more
S63 encrypted cells does not
contain the correct decryption keys.

Obtain current and valid cell
permits from you chart supplier,
and load these cell permits in S63
Loader. Retry the chart loading
process.

If the problem persists, contact
your chart supplier.

SSE 15 - One or more ENC
subscriptions in this cell permit file
have expired. Please contact your
data supplier to renew the
subscription licence.

One or more of the cell permits in
the cell permit file being loaded
have expired.

SSE 15 - All ENC subscriptions for
this ENC media have expired.
Please contact your data supplier
to renew the subscription licence.

All cell permits for ENC cells
present on the chart media have
expired.

SSE 15 - Subscription for this ENC
has expired. Please contact your
data supplier to renew the
subscription licence.

(In logs) The ENC cell permit for
the specified ENC cell has expired,
and the ENC cell has not been
loaded.

Obtain current and valid cell
permits from you chart supplier,
and load these cell permits in S63
Loader.
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WARNING: SSE 15 - One or more
ENC subscriptions have expired.

Contact your data supplier for a

subscription renewal.

During application startup: One or
more of the ENC cell permits
installed have expired.

During loading: One or more ENC
cell permits present in the cell
permit file being loaded have
expired.

WARNING: SSE 20 - One or more
ENC subscriptions will expire in less
than 30 days. Contact your data
supplier for a subscription renewal.

During application startup: One or
more of the ENC cell permits
installed will expire in less than 30
days.

During loading: One or more ENC
cell permits present in the cell
permit file being loaded will expire
in less than 30 days.

SSE 20 - Subscription for this ENC
will expire in less than 30 days.

Please contact your data supplier
to renew the subscription licence.

(In logs) The ENC cell permit for
the specified ENC cell will expire
in less than 30 days.

Obtain current and valid cell
permits from you chart supplier,
and load these cell permits in S63
Loader.

ENC File not found

The S63 encrypted cell file for a
chart cell is missing from the
installation media.

ENC signature file not found

The signature file for an S63
encrypted cell on the chart media is
missing.

ENC Edition number is invalid

The ENC edition number for a
chart cell on the chart media is
invalid.

ENC Update number is invalid

The ENC update number for a chart
cell on the chart media is invalid.

SERIAL.ENC file is invalid

An essential file in the S63 data
source is corrupt or invalid.

CATALOG.031 file is invalid

The S63 data source catalog file is
invalid or corrupt.

Contact your chart supplier.

Specified path does not contain
valid S63 data

The specified path does not contain
a valid S63 data source.

Verify that the specified path
contains an S63 data source.

This system does not support the
S63 version of specified data

S63 Loader only supports S63 data
format version 1.0 and 2.0 of the
S63 standard. The specified S63
source uses a different version.

Contact your chart supplier and
request S63 media following
version 1.0 or 2.0.

This system does not support this
cell permit version

S63 Loader only supports cell
permit format version 1 and 2 of
the S63 standard. The specified cell
permit file uses a different version.

Contact your chart supplier and
request cell permits following
version 1 or 2.




TECDIS S63 Loader User Guide

Page 24

SA digital certificate has not yet
been trusted

An IHO certificate has been loaded,
but has not yet been marked as
trusted.

Certificate has not yet been
trusted

The specified certificate has been
loaded, but has not yet been
marked as trusted.

Inspect the certificate in the S63
Loader certificate interface and
mark it as trusted, according to step
8 of the certificate installation
procedure in section 1.7.

Critical unspecified error

Unspecified error

Invalid argument

Exception occurred

An unexpected internal error has
occurred.

Cryptographic error

The cryptographic subsystem of
S63 Loader has encountered an
internal problem.

Secret key type mismatch

A problem with the internal
cryptography logic has been
encountered by S63 Loader.

Checksum incorrect

Corruption of internal data or data
being loaded has occurred.

Startup Error: Unable to create
S-63 components!

S63 Loader was unable to initialize
critical S-63 components.

Startup Error: Unable to create
S-57 components!

S63 Loader was unable to initialize
critical S-57 components.

Startup Error: Unable to create
eToken components!

S63 Loader was unable to initialize
critical eToken components.

Exit and restart S63 Loader, and try
the operation again. If the error
occurs again, contact your TECDIS
support contact.




TECDIS S63 Loader User Guide Page 25

Appendix A: Revision History

Revision 1.0 (06.06.2008)
e First edition

Revision 1.1 (19.01.2009)
e Section 1 updated to reflect changes in version 1.04 of the software
e Section 2 updated to reflect changes in error messages in version 1.04 of the software




Head Office, Aalesund

Furuno Norge AS

Visitor address/Shipment address:
Sjgmannsveien 19
N-6008 Aalesund

Postal address:
Servicebox 11
N-6025 Aalesund

Telephone: +47 70 10 29 50
Telefax: +47 70 10 29 51

E-mail: furuno@furuno.no
Web: www.furuno.no

N
TECDIS

A g M/V BOURBON TOPAZ

Branch office, Deep Sea
Furuno Norge AS

Visitor address/Shipment address:
@vre Fyllingsvei 81
N-5162 Laksevag

Postal address:
@vre Fyllingsvei 81
N-5162 Laksevag

Telephone: +47 55 94 41 41
Telefax: +47 55 94 41 51

Service telephone - +47 992 16 950

Our service telephone is served when offices are closed.




	Overview
	1.1. Notice, warning and disclaimer
	1.2. Introduction
	1.3. About this guide

	Section 1: How to...
	1.1. How to install the S63 Loader
	1.2. How to access the S63 Loader software
	1.3. How to generate a User Permit file
	1.4. How to load cell permits (Chart Licenses)
	1.5. How to load charts
	1.6. How to review logs and updates
	1.7. How to install certificates

	Section 2: Troubleshooting
	2.1. Chart Loading
	2.2.  Error Codes

	Appendix A: Revision History

